FCA's Self Service Password Management Portal Instructions

Enrollment

1. Go to the FCA's Self-Service Password Management Portal.
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Enter your Usemames:
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2. Enter your new FCA-assigned user name and click the Go button. Your FCA web
account username has been emailed to you separately.
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Enter your Usernanme:
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Enter your FCA-assigned password and click Continue. Your password has been
emailed to you separately.
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Enter your Usernamme:

Enter your Passward:
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You will see this new user instructions:
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| N ~ New User Intreduction
| = - Wealcome testJonDoe -
’ The Ensoliment Wizard Will Help You Create 3 New Personal Logon identity for this System.
| Please Read the Following Before Pr di
| What does this system do for me? This system allows you to easily change your expiring
I domain password, reset your lost or forgatten domain password, or unleck your user
| account if it becomes locked out, It is very easy to use!
| What do | do next? On the next page you will choose a Personal Security Image and a
i Security Word, which becomes your permanent new "Logon Identity” to this system, ** Itis
I very important that you choose a Security Image and Security Word that is fun and easy for
I you to remember.
| How deo | log on here next time? When you return to this system in the future, simply enter
f your domain account user name on the main page, then log on with your chosen Security
Image and Security Werd. After you log on, you'll be able to change or reset your password,
| or unlock your account. Easy!
f Please click the “Conlinue” button to begin setting up your Logon Identity for this system, or
] click “Cancel” to return to the main portal page.
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click the Continue button.

In the New Personal Logon Identity Setup (Step 1 of 2):

Portal Logon Identity Setup

O = New Perscnal Logon Tdentity Setup = (Step 1 of 2) 1

Select an easy-to-remember personal Security Image from the image table. Your
selected Security Image will be part of your new portal login when you return to this



system in the future. It is very important to choose an image that is easy for you to
remember!

0 = Setup (Step 2 of 2)

() Create your Secusity Word
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a Your Selected & Security Word
(] will become your logn ta this system,

] our Secunty Word must be at bt &
tharacters.
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Create a Security Werd that ks fun & sasy to
k remember:

Re-enter Security Word:
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In the New Personal Logon Identity Setup (Step 2 of 2), Create your Security
Word. Your Selected Image & Security Word will become your login to this
system. Your Security Word must be at least 6 characters.

. > Setup (Step 2 of 2
E’ Create your Security Word

- Your Selected Image & Security Word

will become your ogin to this system.

Your Securiy Word must be ot least 6
characters,

" Create a Security Wond that is fun & casy to
{ remember:
i

Re-enter Security Word:

Click Finish. You completed enrollment process and logged in the Portal!
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Successfully setup identity profile
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I Welcome Jon Doe
il ‘Your Domain Password Expires in 60 Days
il Daomain Account Status: Normal

Partal Logon Identity Last Changed: 10/20/2014 2:13 PM
I Domain Password Last Changed: 10V20/2014 12:15 PM
[
|
| Select an account activity from the list below:
(
|
W Change My Password
I
I Change Portal Login
|
| Submit Help Request
]

Log Off / Exit

i
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8. Click Log Off/Exit.

Change Password

1. Go to the FCA's Self-Service Password Management Portal.
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Frater your sername:
wslionDoe
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https://ss.fca.gov/

Enter er your user name and click the Go button.
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Click the security image and then enter the security word.
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> Login > (Step 2 of 2)

Enter your Security Word below. You
created this word when you initially
enrolled m this system.

Enter Your Personal Ldentity Security Word:
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Welcome Jon Doe
‘ Your Domain Password Expires in 60 Days
Domain Account Status: Normal
Portal Logan Identity Last Changed: 10/20/2014 2:13 PM
Domaan Password Last Changed: 10/20/2014 12:15 PM

Select an account activity from the list below:

Change My Password

Change Portal Login
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Click Change My Password button, the following screen shows up:
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Enter your current domain password to continue: |
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Can't Remember Password?

Enter the current domain password, then click Go.
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Change Password - Step 2

Your password must be at least 12 characters long and contain at
least 1 capital letter, 1 lowercase letter. 1 number and 1 non-lettar
character, Also, your password cannot contain any part of your
user name or last 24 passwords.

Example passwords which meet this criteria are
“PEpsswirdRaIser”, “H3llo2ulr3Ing, “Myd0gSparkia™ or “Hl
‘W33kendNET=", Make it fun; think of somathing memerable and
personable.

Enter new domain password Re-enter new domain password
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Enter the new domain password and re-enter the new domain password, then click
Go again. The password rule is specified above the new password box.

Reset Password (Forget my password)

1. Login to the Portal at ECA’s Self-Service Password Management Portal.
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Weleome Jon Doe

Your Domain Password Expires in 60 Days
Doman Actount Ststus: Normal

Portal Logen Tdentity Last Chanoed: 10/20°2014 2:13 PM
Domain Password Last Changed: 10/2H2004 12:15 P4

Selact an account activity from the list below:

Change My Password

Change Portal Login

Submit Help Request
Log Off / Exit
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2. Click Change My Password button,


https://ss.fca.gov/
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Ervtar your eure it damain password to contiroe:
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Click on the “Can’t remember Password?” link,
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Reset Domain Password

Your password must be at least 12 characters long and contain at
Ieast 1 capital lefter, 1 lowercase letter, 1 number and 1 non-letter
character. Also, your password cannot contain any part of your
user name or last 24 passwords.

Example passwords which meet this criteria are
"P@sswirdR3set”, "Hillo2ufr3ind”, "Myd0gSp@rki3” or "Il

W33kendNET=", Make it fun; think of something memorable and
personable.

Enter new domain password Re-enter new domain password
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Enter the new domain password and re-enter the new domain password, then click
Go button. The password rule is specified about the new domain password box.
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‘ @ Successfully reset domain user password
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Welcome Jon Doe

Your Domain Password Expires in 60 Days

Domain Account Status: Normal

Portal Logon Tdentity Last Changad: 10/20/2014 2:13 PM
Domain Password Last Changed: 10/20/2014 3:03 PM

Select an account activity from the list below:

Change My Password

Change Portal Login

Submit Help Request

Log Off / Exit
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