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12 CFR Part 605

Information Security 

AGENCY: Farm Credit Administration.

ACTION: Final rule.  

SUMMARY: As required in Executive Order 12356 and Information Security Oversight Office (ISOO) Directive No. 1, the Farm Credit Administration (FCA) is publishing a revision to Part 605 regarding the handling of classified documents. This regulation is being revised to reflect FCA's current organization, changes which have occurred since 1984, the assignment of new responsibilities pursuant to agency policy and procedures, and the increase of granted access positions.  

EFFECTIVE DATE: May 14, 1987.  

FOR FURTHER INFORMATION CONTACT: Jerry L. Barringer, Information Security Officer, Office of Administration, Farm Credit Administration, McLean, Virginia 22102-5090, (703) 883-4007.  

TEXT: SUPPLEMENTARY INFORMATION: Part 605 defines the Information Security Program of the FCA for classified documents and outlines the basic requirements for obtaining access to classified documents. This program is under the administrative direction of the Information Security Officer, Records and Projects Division, and applies to those individuals who have been granted access to classified documents of the U.S. Government. The number of FCA officials authorized to have in their possession, to give consideration to, and to transmit classified information in the discharge of their respective official duties has been increased from the prior 4-6 employee limitation to over 30 employees. In preparation for the annual review by the ISOO of the FCA Information Security Program, this regulation has been revised to reflect FCA's current organization, changes which have occurred since 1984, the assignment of new responsibilities pursuant to agency policy and procedure, and the increase of granted access positions.  

List of Subjects in 12 CFR Part 605 

Classified information.  

Chapter VI of Title 12, Part 605 of the Code of Federal Regulations is amended to read as follows: 

PART 605 -- INFORMATION 

1. The authority citation for Part 605 is revised to read as follows: 

Authority: 12 U.S.C. 2243, 2246, and 2252. 

2. Section 605.502 is amended by revising paragraphs (d), (f), and (j) to read as follows:
 
* * * * * 

§  605.502 Program and procedures.  

* * * * * 

(d) Handling of classified documents. All documents bearing the terms "Top Secret," "Secret," and "Confidential" shall be delivered to the Information Security Officer or his/her designee immediately upon receipt. All potential recipients of such documents shall be advised of the names of such designees. In the event that the Information Security Officer or his/her designee is not available to receive such documents, they shall be sent to the FCA mailroom and stored in the combination safe located in the Agency Services Branch and secured unopened until the Information Security Officer is available. Under no circumstances shall classified materials that cannot be delivered be stored other than in the designated safe. All materials not immediately deliverable or able to be secured in the designated safe shall be returned to the sender, under appropriate cover, for redelivery to the FCA at the next earliest opportunity.  

* * * * * 

(f) Storage. In accordance with 32 CFR 2001.43, all classified documents shall be stored in combination safes located at the primary headquarters and/or Field Division, Office of Examination, Farm Credit Administration. The combinations shall be changed as required by directives issued by ISOO. The combinations shall be known only to the Information Security Officer and his/her designees who have appropriate security clearances.  

* * * * * 

(j) Freedom of Information request. All inquiries regarding requests for classified information under the Freedom of Information Act (5 U.S.C. 552), including those from the news media, shall be referred to the FCA FOI Officer, Office of Congressional and Public Affairs, Farm Credit Administration, and shall be handled in accordance with provisions of that statute and applicable regulations.  

William A. Sanders, Jr., 

Secretary, Farm Credit Administration Board.  
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