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INFORMATIONAL MEMORANDUM

rCa

July 26, 2002

To: Chairman, Board of Directors
Chief Executive Officer
All Farm Credit Banks and Associations

From: Michael V. Dunn, Director
Office of Policy and Analysis

Subject: Specific Guidance on Electronic Disclosures and Notices

This Informational Memorandum (IM) responds to specific questions posed to the Farm
Credit Administration (FCA) by Farm Credit System (System) institutions during a proposed
rulemaking on Electronic Commerce (E-commerce). We also provided guidance in an IM on
October 23, 2001, from Chief Examiner Roland E. Smith on the electronic delivery of
disclosures.

BACKGROUND

What FCA regulations apply to electronic disclosures?

A new regulation created Part 609 on E-commerce and amended Part 620 on Disclosure to
Shareholders.

. Part 609 summarizes the Electronic Signatures in Global and National Commerce Act
(Pub. L. 106-229) (E-SIGN), which preempts those provisions of the Farm Credit Act of
1971, as amended, and its implementing regulations that require written, signed, or
nonelectronic records in business, consumer, or commercial transactions (a copy of E-SIGN
is attached).

. Part 620 deletes references to traditional paper documents and their delivery and
substitutes references to electronic documents and their delivery. System institutions may
provide electronic disclosures and notices for annual and quarterly reports, annual meeting
information statements, reports of condition of the Federal Agricultural Mortgage
Corporation, and notices of significant changes in a System institution’s permanent capital
ratio. System institutions may do business electronically if all parties agree.

Why is the FCA issuing this Informational Memorandum?

In comments on the proposed rule on Parts 609 and 620, System institutions asked for some
specific guidance on E-commerce, including guidance on electronic disclosures and notices.
The E-commerce regulation provides only broad guidance on E-commerce issues. As we



explained in the preamble to the final regulation, published on April 8, 2002 (67 FR 16627), we
did not provide specific guidance in the final regulation. We did not want our regulation to
become obsolete because of changes in technology, business practices, or the products and
services you offer. We stated in our final regulation that we would provide specific guidance in
an IM or similar communication.

GENERAL REQUIREMENTS OF E-SIGN

Must everyone agree to do business electronically?

Yes. All parties to a transaction must agree to use E-commerce. See § 609.910 (a) of our
regulations and § 101 (b) (2) of E-SIGN. As discussed below, there are additional special
“consumer” consent protections and procedures that apply to some customers. System
institutions must establish policies and procedures for business and consumer customers
that agree to use E-commerce. System institutions and their customers may still use
“traditional” nonelectronic means when conducting business.

Must System institutions identify a “consumer” and a “business”?

Yes. There are certain protections and mandatory procedures for consumers. A
“consumer” is an individual who obtains, through a transaction, products or services that
are used primarily for personal, family, or household purposes. See 8§ 609.910(a) of our
regulations and § 101 (c) of

E-SIGN. Some System loans qualify as consumer transactions, while others are business
transactions. Thus, System institutions must determine whether a loan qualifies as a
consumer transaction or a business transaction to comply with E-SIGN.

System institutions can decide to take a conservative approach and treat all borrowers as if
they were consumers to simplify internal processing and procedures. Although you are not
required to do so, you could offer the same protections and procedures described below to
all borrowers. This way you would not have to identify consumer borrowers for the
purposes of E-SIGN and would not risk violating its consumer protection provisions.

What are the mandatory protections and procedures for electronic consumer transactions?

Section 101 (c¢) of E-SIGN provides that if a statute, regulation, or other rule of law requires
that a disclosure be made available to a consumer in writing:

e Consumers may choose between receiving legal notices and records electronically or in
writing, but can change their minds in the future (possibly subject to a fee if imposed by
the institution).

e Consumer consent may apply to a particular transaction and/or to categories of records.
Consumers can decide when they want electronic records and notices.

e An institution must describe the procedures for a consumer to withdraw consent and for
the institution to update information it needs to contact the consumer electronically. An
institution could develop a paper or electronic pamphlet describing these procedures to
give to the consumer.

e An institution must tell a consumer that the institution must provide a paper copy of an
electronic record (possibly subject to a fee if imposed by the institution) after the
consumer consents to electronic notices and records.
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e An institution must give the consumer a statement describing the computer hardware
and software needed to receive and keep the information to be sent. For example, an
institution could develop a pamphlet for consumers outlining the minimum computer
requirements and software needed to send and receive electronic notices and records.

e Consumers who choose to receive documents electronically must show the technological
capacity to do so prior to consenting to E-commerce. For example, to show
technological capacity, the institution could ask the consumer to communicate with the
institution by sending an e-mail to the institution through an Internet provider or by
logging onto the institution’s Internet Web site.

e If a System institution changes the technology that affects the consumer’s ability to
receive or keep information, the consumer may opt out of using E-commerce without
paying a fee. Thus, if you change computer requirements or software that adversely
affects the consumer, the consumer can discontinue using electronic notices without
incurring a charge.

Note that these procedures apply to consumer transactions and not to requirements that
are primarily governmental, such as our new termination regulations. An institution must
develop policies and procedures to ensure that it complies with these special consumer
consent requirements.

Is there any other quidance on electronic disclosures?

Yes. The Federal Reserve Board (FRB) issued interim regulations on the timing and delivery
of electronic disclosures that pertain to FRB Regulations B, M, and Z to ensure that
consumers have an adequate opportunity to access and retain required information. See 66
FR 17779, Apr. 4, 2001; 66 FR 17329, Mar. 30, 2001; and 66 FR 17322, Mar. 30, 2001.
These interim rules provide guidance for delivering disclosures electronically if a consumer
consents under E-SIGN.

SPECIFIC GUIDANCE

The guidance provided below in the first three questions responds to requests from the
System. We also provide extra guidance on related topics.

When does FCA consider a borrower to have received a permitted electronic disclosure?

We consider a borrower to have received an electronic disclosure at the time the disclosing
System institution sends it. We consider a borrower to have received an electronic
disclosure posted at an Internet Web site when the System institution has both posted the
disclosure and sent an electronic notice to the borrower stating it has posted the disclosure.

When does a System institution have to redeliver an electronic disclosure or notice?

If an e-mail to a borrower is returned as undeliverable, a System institution must send the
disclosure or notice to another e-mail address or postal address provided by the borrower.
Sending the disclosure to the same electronic address does not suffice. System institution
procedures must address how to send electronic disclosures and process and handle
returned disclosures, including getting an alternate address, such as a postal address or
another e-mail address.



How does a consumer withdraw consent after having given it?

Before a consumer consents to receiving electronic disclosures required by law, you must
provide the consumer with a statement describing the procedures the consumer must use to
withdraw consent. Thus, a consumer would withdraw consent under procedures that you
set up. See Section 101(c)(1)(B)(iii) of E-SIGN. For disclosures not required by law, a
borrower can also withdraw consent to electronic disclosures under any applicable
contractual terms.

E-SIGN does not require you to describe the procedures to such a borrower before
consenting to E-commerce. However, in establishing prudent business practices you may
choose to provide all those consenting to E-commerce a clear understanding of the
procedures for withdrawing consent. You may also want to develop a standardized
procedure to address this issue.

How should | provide disclosures when a borrower uses my electronic equipment?

If your electronic equipment (for example, a computer terminal in your lobby or an
automated loan machine at a kiosk) provides electronic disclosures, you must ensure that
the equipment provides timely disclosures in a clear and conspicuous format that a
borrower may keep. For example, if you must provide a disclosure at the time of an
electronic transaction, then you must send the disclosure to the borrower’s e-mail or postal
address or make it available at another location, such as your Internet Web site, unless you
provide a printer with your equipment that automatically prints the disclosure.

How long should you keep a disclosure at your Internet Web site?

FCA does not require you to keep a disclosure at your Internet Web site for a specific time.
For consumer transactions, the FRB Regulations B, M, and Z require that certain consumer
disclosures remain posted for 90 days. You may also want to consider 90 days a proper
period of time to keep other types of disclosures not covered by the Federal Reserve Board
regulations on your Internet Web site.

What if a consumer consented to electronic disclosures before E-SIGN?

E-SIGN allows System institutions to continue to rely on legally permissible consent to
receive communications electronically that a consumer gave before the effective date of E-
SIGN. See Section 101(c)(5) of E-SIGN.

What else should System institutions do?

System institutions should read E-SIGN in its entirety to see how it applies and affects
E-commerce. System institutions should consult legal counsel, as appropriate, before
engaging in E-commerce. You should read all our regulations in light of what E-SIGN does
and does not allow. Thus far we have amended only Part 620 to specifically show E-SIGN’s
impact and significance, but all our regulations are subject to E-SIGN.

E-SIGN preempts most regulations requiring paper documentation in business or consumer
transactions. FCA continues to have authority to require paper documentation in
regulations that are primarily governmental. This means FCA can require System
institutions to conduct paper-based matters with us in some situations.



If you have any questions regarding E-commerce, please contact Dale Aultman, Policy
Analyst, (703) 883-4381, TTY (703) 883-4434, AultmanD@fca.gov, or Jane Virga, Senior

Attorney, (703) 883-4071, TTY (703) 883-2020, VirgaJ@fca.gov .
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Public Law 106-229
106th Congress

An Act
June 30, 2000 To facilitate the use of electronic records and signatures in interstate or foreign
[S. 761] commerce.
Be it enacted by the Senate and House of Representatives of
Electronic the United States of America in Congress assembled,
Signatures in
lc\allot_)al alnd SECTION 1. SHORT TITLE.
ationa . . . . .
Commerce Act. This Act may be cited as the “‘Electronic Signatures in Global
Contracts. and National Commerce Act’’.
15 USC 7001
note.

TITLE I—ELECTRONIC RECORDS AND
SIGNATURES IN COMMERCE

15 USC 7001. SEC. 101. GENERAL RULE OF VALIDITY.

(@ IN GENErRAL.—Notwithstanding any statute, regulation, or

other rule of law (other than this title and title Il), with respect
to any transaction in or affecting interstate or foreign commerce—

(1) a signature, contract, or other record relating to such
transaction may not be denied legal effect, validity, or enforce-
ability solely because it is in electronic form; and

(2) a contract relating to such transaction may not be
denied legal effect, validity, or enforceability solely because
an electronic signature or electronic record was used in its
formation.

(b) PRESERVATION OF RIGHTS AND OBLIGATIONS.—Thistitle does

not—

(1) limit, alter, or otherwise affect any requirement imposed
by a statute, regulation, or rule of law relating to the rights
and obligations of persons under such statute, regulation, or
rule of law other than a requirement that contracts or other
records be written, signed, or in nonelectronic form; or

(2) require any person to agree to use or accept electronic
records or electronic signatures, other than a governmental
agency with respect to a record other than a contract to which
itis a party.

(c) CONSUMER DISCLOSURES.—

(1) CONSENT TO ELECTRONIC RECORDS.—Notwithstanding
subsection (a), if a statute, regulation, or other rule of law
requires that information relating to a transaction or trans-
actions in or affecting interstate or foreign commerce be pro-
vided or made available to a consumer in writing, the use
of an electronic record to provide or make available (whichever
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is required) such information satisfies the requirement that
such information be in writing if—
(A) the consumer has affirmatively consented to such
use and has not withdrawn such consent;
(B) the consumer, prior to consenting, is provided with
a clear and conspicuous statement—

(i) informing the consumer of (1) any right or option
of the consumer to have the record provided or made
available on paper or in nonelectronic form, and (II)
the right of the consumer to withdraw the consent
to have the record provided or made available in an
electronic form and of any conditions, consequences
(which may include termination of the parties’ relation-
ship), or fees in the event of such withdrawal;

(ii) informing the consumer of whether the consent
applies (I) only to the particular transaction which
gave rise to the obligation to provide the record, or
(1) to identified categories of records that may be
provided or made available during the course of the
parties’ relationship;

(iii) describing the procedures the consumer must
use to withdraw consent as provided in clause (i) and
to update information needed to contact the consumer
electronically; and

(iv) informing the consumer (I) how, after the con-
sent, the consumer may, upon request, obtain a paper
copy of an electronic record, and (Il) whether any fee
will be charged for such copy;

(C) the consumer—

(i) prior to consenting, is provided with a statement
of the hardware and software requirements for access
to and retention of the electronic records; and

(ii) consents electronically, or confirms his or her
consent electronically, in a manner that reasonably
demonstrates that the consumer can access information
in the electronic form that will be used to provide
the information that is the subject of the consent;
and
(D) after the consent of a consumer in accordance

with subparagraph (A), if a change in the hardware or
software requirements needed to access or retain electronic
records creates a material risk that the consumer will
not be able to access or retain a subsequent electronic
record that was the subject of the consent, the person
providing the electronic record—

(i) provides the consumer with a statement of (I)
the revised hardware and software requirements for
access to and retention of the electronic records, and
(1) the right to withdraw consent without the imposi-
tion of any fees for such withdrawal and without the
imposition of any condition or consequencethat was
not disclosed under subparagraph (B)(i); and

(if) again complies with subparagraph (C).

(2) OTHER RIGHTS.—

(A) PRESERVATION OF CONSUMER PROTECTIONS.—
Nothing in this title affects the content or timing of any
disclosure or other record required to be provided or made
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available to any consumer under any statute, regulation,

or other rule of law.

(B) VERIFICATION OR ACKNOWLEDGMENT.—If a law that
was enacted prior to this Act expressly requires a record
to be provided or made available by a specified method
that requires verification or acknowledgment of receipt,
the record may be provided or made available electronically
only if the method used provides verification or acknowledg-
ment of receipt (whichever is required).

(3) EFFECT OF FAILURE TO OBTAIN ELECTRONIC CONSENT
OR CONFIRMATION OF CONSENT.—The legal effectiveness,
validity, or enforceability of any contract executed by a con-
sumer shall not be denied solely because of the failure to
obtain electronic consent or confirmation of consent by that
consumer in accordance with paragraph (1)(C)(ii).

(4) ProspecTIVE EFFECT.—W.ithdrawal of consent by a con-
sumer shall not affect the legal effectiveness, validity, or
enforceability of electronic records provided or made available
to that consumer in accordance with paragraph (1) prior to
implementation of the consumer’s withdrawal of consent. A
consumer’s withdrawal of consent shall be effective within a
reasonable period of time after receipt of the withdrawal by
the provider of the record. Failure to comply with paragraph
(1)(D) may, at the election of the consumer, be treated as
a withdrawal of consent for purposes of this paragraph.

(5) PRIOR CONSENT.—This subsection does not apply to
any recordsthat are provided or made available to a consumer
who has consented prior to the effective date of this title to
receive such records in electronic form as permitted by any
statute, regulation, or other rule of law.

(6) ORAL COMMUNICATIONS.—AnN oral communication or a
recording of an oral communication shall not qualify as an
electronic record for purposes of this subsection except as other-
wise provided under applicable law.

(d) RETENTION OF CONTRACTS AND RECORDS.—

(1) Accuracy AND AccessiBILITY.—If a statute, regulation,
or other rule of law requires that a contract or other record
relating to a transaction in or affecting interstate or foreign
commerce be retained, that requirement is met by retaining
an electronic record of the information in the contract or other
record that—

(A) accurately reflects the information set forth in the
contract or other record; and

(B) remains accessible to all persons who are entitled
to access by statute, regulation, or rule of law, for the
period required by such statute, regulation, or rule of law,
in a form that is capable of being accurately reproduced
for later reference, whether by transmission, printing, or
otherwise.

(2) ExcepTiON.—A requirement to retain a contract or other
record in accordance with paragraph (1) does not apply to
any information whose sole purpose is to enable the contract
or other record to be sent, communicated, or received.

(3) OrIGINALS.—If a statute, regulation, or other rule of
law requires a contract or other record relating to a transaction
in or affecting interstate or foreign commerce to be provided,
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available, or retained in its original form, or provides con-
sequences if the contract or other record is not provided, avail-
able, or retained in its original form, that statute, regulation,
or rule of law is satisfied by an electronic record that complies
with paragraph (1).

(4) CHecks.—If a statute, regulation, or other rule of law
requires the retention of a check, that requirementis satisfied
by retention of an electronic record of the information on the
front and back of the check in accordance with paragraph
).
(e) AcCURACY AND ABILITY To RETAIN CONTRACTS AND OTHER
Recorps.—Notwithstanding subsection (a), if a statute, regulation,
or other rule of law requiresthat a contract or other record relating
to a transaction in or affecting interstate or foreign commerce
be in writing, the legal effect, validity, or enforceability of an
electronic record of such contract or other record may be denied
if such electronic record is not in a form that is capable of being
retained and accurately reproduced for later referenceby all parties
or persons who are entitled to retain the contract or other record.

() ProximiTy.—Nothing in this title affects the proximity
required by any statute, regulation, or other rule of law with
respect to any warning, notice, disclosure, or other record required
to be posted, displayed, or publicly affixed.

(g) NoTARIZATION AND ACKNOWLEDGMENT.—If a statute, regula-
tion, or other rule of law requires a signature or record relating
to a transaction in or affecting interstate or foreign commerce
to be notarized, acknowledged, verified, or made under oath, that
requirement is satisfied if the electronic signature of the person
authorized to perform those acts, together with all other information
required to be included by other applicable statute, regulation,
or rule of law, is attached to or logically associated with the signa-
ture or record.

(h) ELECTRONIC AGENTS.—A contract or other record relating
to a transaction in or affecting interstate or foreign commerce
may not be denied legal effect, validity, or enforceability solely
because its formation, creation, or delivery involved the action of
one or more electronic agents so long as the action of any such
electronic agent is legally attributable to the person to be bound.

(i) INsurRANCE.—It is the specific intent of the Congress that Applicability.
this title and title Il apply to the business of insurance.

(J) INSURANCE AGENTS AND BROKERS.—AND insurance agent or
broker acting under the direction of a party that enters into a
contract by means of an electronic record or electronic signature
may not be held liable for any deficiency in the electronic procedures
agreed to by the parties under that contract if—

(1) the agent or broker has not engaged in negligent, reck-
less, or intentional tortious conduct;

(2) the agent or broker was not involved in the development
or establishment of such electronic procedures; and

(3) the agent or broker did not deviate from such proce-
dures.

SEC. 102. EXEMPTION TO PREEMPTION. 15 USC 7002.

(@ IN GENERAL.—A State statute, regulation, or other rule
of law may modify, limit, or supersede the provisions of section
101 with respect to State law only if such statute, regulation,
or rule of law—
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15 USC 7003.

(1) constitutes an enactment or adoption of the Uniform
Electronic Transactions Act as approved and recommended for
enactment in all the States by the National Conference of
Commissioners on Uniform State Laws in 1999, except that
any exception to the scope of such Act enacted by a State
under section 3(b)(4) of such Act shall be preempted to the
extent such exception is inconsistent with this title or title
I, or would not be permitted under paragraph (2)(A)(ii) of
this subsection; or

(2)(A) specifies the alternative procedures or requirements
for the use or acceptance (or both) of electronic records or
electronic signatures to establish the legal effect, validity, or
enforceability of contracts or other records, if—

(i) such alternative procedures or requirements are
consistent with this title and title Il; and

(ii) such alternative procedures or requirements do not
require, or accord greater legal status or effect to, the
implementation or application of a specific technology or
technical specification for performing the functions of cre-
ating, storing, generating, receiving, communicating, or
authenticating electronic records or electronic signatures;
and

(B) if enacted or adopted after the date of the enactment
of this Act, makes specific reference to this Act.

(b) EXCEPTIONS FOR ACTIONS BY STATES AS MARKET PARTICI-
PANTS.—Subsection (a)(2)(A)(ii) shall not apply to the statutes, regu-
lations, or other rules of law governing procurement by any State,
or any agency or instrumentality thereof.

(c) PREVENTION OF CIRCUMVENTION.—Subsection (a) does not
permit a State to circumvent this title or title Il through the
imposition of nonelectronic delivery methods under section 8(b)(2)
of the Uniform Electronic Transactions Act.

SEC. 103. SPECIFIC EXCEPTIONS.

(@) ExcepTED REQUIREMENTS.—The provisions of section 101
shall not apply to a contract or other record to the extent it is
governed by—

(1) a statute, regulation, or other rule of law governing
the creation and execution of wills, codicils, or testamentary
trusts;

(2) a State statute, regulation, or other rule of law gov-
erning adoption, divorce, or other matters of family law; or

(3) the Uniform Commercial Code, as in effect in any State,
other than sections 1-107 and 1-206 and Articles 2 and 2A.
(b) ADDITIONAL EXCEPTIONS.—The provisions of section 101

shall not apply to—

(1) court orders or notices, or official court documents
(including briefs, pleadings, and other writings) required to
be executed in connection with court proceedings;

(2) any notice of—

(A) the cancellation or termination of utility services
(including water, heat, and power);

(B) default, acceleration, repossession, foreclosure, or
eviction, or the right to cure, under a credit agreement
secured by, or a rental agreement for, a primary residence
of an individual;
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(C) the cancellation or termination of health insurance
or benefits or life insurance benefits (excluding annuities);
or

(D) recall of a product, or material failure of a product,
that risks endangering health or safety; or
(3) any document required to accompany any transportation

or handling of hazardous materials, pesticides, or other toxic
or dangerous materials.
(c) REVIEW OF EXCEPTIONS.—

(1) EVALUATION REQUIRED.—The Secretary of Commerce,
acting through the Assistant Secretary for Communications
and Information, shall review the operation of the exceptions
in subsections (a) and (b) to evaluate, over a period of 3 years,
whether such exceptions continue to be necessary for the protec-
tion of consumers. Within 3 years after the date of enactment Deadline.
of this Act, the Assistant Secretary shall submit a report to Reports.
the Congress on the results of such evaluation.

(2) DeTerMINATIONS.—If a Federal regulatory agency, with
respect to matter within its jurisdiction, determines after notice
and an opportunity for public comment, and publishes a finding,
that one or more such exceptions are no longer necessary for
the protection of consumers and eliminating such exceptions
will not increase the material risk of harm to consumers, such
agency may extend the application of section 101 to the excep-
tions identified in such finding.

SEC. 104. APPLICABILITY TO FEDERAL AND STATE GOVERNMENTS. 15 USC 7004.

(@ FILING AND Access REQUIREMENTS.—Subject to subsection
(©)(2), nothing in this title limits or supersedes any requirement
by a Federal regulatory agency, self-regulatory organization, or
State regulatory agency that records be filed with such agency
or organization in accordance with specified standards or formats.

(b) PRESERVATION OF EXISTING RULEMAKING AUTHORITY.—

(1) UsSE OF AUTHORITY TO INTERPRET.—Subject to paragraph
(2) and subsection (c), a Federal regulatory agency or State
regulatory agency that is responsible for rulemaking under
any other statute may interpret section 101 with respect to
such statute through—

(A) the issuance of regulations pursuant to a statute;
or

(B) to the extent such agency is authorized by statute
to issue orders or guidance, the issuance of orders or guid-
ance of general applicability that are publicly available
and published (in the Federal Register in the case of an
order or guidance issued by a Federal regulatory agency).

This paragraph does not grant any Federal regulatory agency

or State regulatory agency authority to issue regulations,

orders, or guidance pursuant to any statute that does not
authorize such issuance.

(2) LIMITATIONS ON INTERPRETATION AUTHORITY.—Notwith-
standing paragraph (1), a Federal regulatory agency shall not
adopt any regulation, order, or guidance described in paragraph
(1), and a State regulatory agency is preempted by section
101 from adopting any regulation, order, or guidance described
in paragraph (1), unless—

(A) such regulation, order, or guidance is consistent

with section 101;
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(B) such regulation, order, or guidance does not add
to the requirements of such section; and

(C) such agency finds, in connection with the issuance
of such regulation, order, or guidance, that—

(i) there is a substantial justification for the regula-
tion, order, or guidance;

(i) the methods selected to carry out that
purpose—

() are substantially equivalent to the require-
ments imposed on records that are not electronic
records; and

(1) will not impose unreasonable costs on the
acceptance and use of electronic records; and
(iii) the methods selected to carry out that purpose

do not require, or accord greater legal status or effect
to, the implementation or application of a specific tech-
nology or technical specification for performing the
functions of creating, storing, generating, receiving,
communicating, or authenticating electronic records or
electronic signatures.

(3) PERFORMANCE STANDARDS.—

(A) ACCURACY, RECORD INTEGRITY, ACCESSIBILITY.—
Notwithstanding paragraph (2)(C)(iii), a Federal regulatory
agency or State regulatory agency may interpret section
101(d) to specify performance standards to assure accuracy,
record integrity, and accessibility of records that are
required to be retained. Such performance standards may
be specified in a manner that imposesa requirement in
violation of paragraph (2)(C)(iii) if the requirement (i)
serves an important governmental objective; and (ii) is
substantially related to the achievement of that objective.
Nothing in this paragraph shall be construed to grant
any Federal regulatory agency or State regulatory agency
authority to require use of a particular type of software
or hardware in order to comply with section 101(d).

(B) PAPER OR PRINTED FORM.—Notwithstanding sub-
section (c)(1), a Federal regulatory agency or State regu-
latory agency may interpret section 101(d) to require
retention of a record in a tangible printed or paper form
if—

(i) there is a compellinggovernmental interest
relating to law enforcement or national security for
imposing such requirement; and

(i) imposing such requirement is essential to
attaining such interest.

(4) EXCEPTIONS FOR ACTIONS BY GOVERNMENT AS MARKET
PARTICIPANT.—Paragraph (2)(C)(iii) shall not apply to the stat-
utes, regulations, or other rules of law governing procurement
by the Federal or any State government, or any agency or
instrumentality thereof.

(c) ADDITIONAL LIMITATIONS.—

(1) REIMPOSING PAPER PROHIBITED.—NOothing in subsection
(b) (other than paragraph (3)(B) thereof) shall be construed
to grant any Federal regulatory agency or State regulatory
agency authority to impose or reimpose any requirement that
a record be in a tangible printed or paper form.
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(2) CONTINUING OBLIGATION UNDER GOVERNMENT PAPER-
WORK ELIMINATION AcT.—Nothing in subsection (a) or (b)
relieves any Federal regulatory agency of its obligations under
the Government Paperwork Elimination Act (title XVII of
Public Law 105-277).

(d) AuTHORITY To EXEMPT FROM CONSENT PROVISION.—

(1) IN GENERAL.—A Federal regulatory agency may, with
respect to matter within its jurisdiction, by regulation or order
issued after notice and an opportunity for public comment,
exempt without condition a specified category or type of record
from the requirements relating to consent in section 101(c)
if such exemption is necessary to eliminate a substantial burden
on electronic commerce and will not increase the material risk
of harm to consumers.

(2) ProspPecTUseEs.—Within 30 days after the date of enact- Deadline.
ment of this Act, the Securities and Exchange Commission Regulations.
shall issue a regulation or order pursuant to paragraph (1)
exempting from section 101(c) any records that are required
to be provided in order to allow advertising, sales literature,
or other information concerning a security issued by an invest-
ment company that is registered under the Investment Com-
pany Act of 1940, or concerning the issuer thereof, to be
excluded from the definition of a prospectus under section
2(a)(10)(A) of the Securities Act of 1933.

() ELecTrRONIC LETTERS OF AGENCY.—The Federal Commu-
nications Commission shall not hold any contract for telecommuni-
cations service or letter of agency for a preferred carrier change,
that otherwise complieswith the Commission’srules, to be legally
ineffective, invalid, or unenforceable solely because an electronic
record or electronic signature was used in its formation or authoriza-
tion.

SEC. 105. STUDIES. Deadlines.

(@ DeLivery.—Within 12 months after the date of the enact- ﬁ;’aH,SC 7005.

ment of this Act, the Secretary of Commerce shall conduct an
inquiry regarding the effectiveness of the delivery of electronic
records to consumers using electronic mail as compared with
delivery of written records via the United States Postal Service
and private express mail services. The Secretary shall submit a Reports.
report to the Congress regarding the results of such inquiry by
the conclusion of such 12-month period.

(b) STuDY OF ELECTRONIC CONSENT.—WIithin 12 months after Reports.
the date of the enactment of this Act, the Secretary of Commerce
and the Federal Trade Commission shall submit a report to the
Congress evaluating any benefits provided to consumers by the
procedure required by section 101(c)(1)(C)(ii); any burdens imposed
on electronic commerce by that provision; whether the benefits
outweigh the burdens; whether the absence of the procedure
required by section 101(c)(1)(C)(ii) would increase the incidence
of fraud directed against consumers; and suggesting any revisions
to the provision deemed appropriate by the Secretary and the
Commission. In conducting this evaluation, the Secretary and the Ppublic
Commission shall solicit comment from the general public, consumer information.
representatives, and electronic commerce businesses.
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15 USC 7006. SEC. 106. DEFINITIONS.

For purposes of this title:

(1) CoNsuMER.—The term “‘consumer’” means an individual
who obtains, through a transaction, products or services which
are used primarily for personal, family, or household purposes,
and also means the legal representative of such an individual.

(2) ELECTRONIC.—The term “‘electronic’” means relating to
technology having electrical, digital, magnetic, wireless, optical,
electromagnetic, or similar capabilities.

(3) ELECTRONIC AGENT.—Theterm ‘‘electronic agent’” means
a computer program or an electronic or other automated means
used independently to initiate an action or respond to electronic
records or performances in whole or in part without review
or action by an individual at the time of the action or response.

(4) ELECTRONIC RECORD.—The term “‘electronic record’’
means a contract or other record created, generated, sent,
communicated, received, or stored by electronic means.

(5) ELECTRONIC SIGNATURE.—The term *“‘electronic signa-
ture’ means an electronic sound, symbol, or process, attached
to or logically associated with a contract or other record and
executed or adopted by a person with the intent to sign the
record.

(6) FEDERAL REGULATORY AGENCY.—The term “‘Federal
regulatory agency’’ means an agency, as that term is defined
in section 552(f) of title 5, United States Code.

(7) INFORMATION.—The term “‘information’” means data,
text, images, sounds, codes, computer programs, software, data-
bases, or the like.

(8) PERSON.—The term *“‘person’” means an individual, cor-
poration, business trust, estate, trust, partnership, limited
liability company, association, joint venture, governmental
agency, public corporation, or any other legal or commercial
entity.

(9) Recorp.—The term “‘record’” means information that
is inscribed on a tangible medium or that is stored in an
electronic or other medium and is retrievable in perceivable
form.

(10) ReEQUIREMENT.—The term “‘requirement’” includes a
prohibition.

(11) SELF-REGULATORY ORGANIZATION.—The term ‘‘self-
regulatory organization’” means an organization or entity that
is not a Federal regulatory agency or a State, but that is
under the supervision of a Federal regulatory agency and is
authorized under Federal law to adopt and administer rules
applicable to its membersthat are enforced by such organiza-
tion or entity, by a Federal regulatory agency, or by another
self-regulatory organization.

(12) STATE.—The term *“‘State’” includes the District of
Columbia and the territories and possessions of the United
States.

(13) TRANSACTION.—The term “‘transaction’ means an
action or set of actions relating to the conduct of business,
consumer, or commercial affairs between two or more persons,
including any of the followingtypes of conduct—

(A) the sale, lease, exchange, licensing, or other disposi-
tion of (i) personal property, including goods and intangi-
bles, (ii) services, and (iii) any combination thereof; and
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(B) the sale, lease, exchange, or other disposition of
any interest in real property, or any combination thereof.

SEC. 107. EFFECTIVE DATE. 15 USC 7001

(@ IN GENERAL.—EXxcept as provided in subsection (b), this note.

title shall be effective on October 1, 2000.
(b) EXCEPTIONS.—

(1) RECORD RETENTION.—

(A) IN GENERAL.—Subject to subparagraph (B), this
title shall be effective on March 1, 2001, with respect
to a requirementthat a record be retained imposed by—

(i) a Federal statute, regulation, or other rule of
law, or

(i) a State statute, regulation, or other rule of
law administered or promulgated by a State regulatory
agency.

(B) DELAYED EFFECT FOR PENDING RULEMAKINGS.—If
on March 1, 2001, a Federal regulatory agency or State
regulatory agency has announced, proposed, or initiated,
but not completed, a rulemaking proceeding to prescribe
a regulation under section 104(b)(3) with respect to a
requirement described in subparagraph (A), this title shall
be effective on June 1, 2001, with respect to such require-
ment.

(2) CERTAIN GUARANTEED AND INSURED LOANS.—With
regard to any transaction involving a loan guarantee or loan
guarantee commitment (as those terms are defined in section
502 of the Federal Credit Reform Act of 1990), or involving
a program listed in the Federal Credit Supplement, Budget
of the United States, FY 2001, this title applies only to such
transactions entered into, and to any loan or mortgage made,
insured, or guaranteed by the United States Governmentthere-
under, on and after one year after the date of enactment of
this Act.

(3) STUDENT LOANS.—Withrespect to any recordsthat are
provided or made available to a consumer pursuant to an
application for a loan, or a loan made, pursuant to title IV
of the Higher Education Act of 1965, section 101(c) of this
Act shall not apply until the earlier of—

(A) such time as the Secretary of Education publishes
revised promissory notes under section 432(m) of the
Higher Education Act of 1965; or

(B) one year after the date of enactment of this Act.

TITLE I—TRANSFERABLE RECORDS

SEC. 201. TRANSFERABLE RECORDS. 15 USC 7021.

(a) DerFINITIONS.—For purposes of this section:
(1) TRANSFERABLE RECORD.—The term “‘transferable record
means an electronic record that—
(A) would be a note under Article 3 of the Uniform
Commercial Code if the electronic record were in writing;
(B) the issuer of the electronicrecord expressly has
agreed is a transferable record; and
(C) relates to a loan secured by real property.
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A transferable record may be executed using an electronic

signature.

(2) OTHER DEFINITIONS.—The terms ‘‘electronic record”’,
‘“‘electronic signature’’, and ‘‘person’’ have the same meanings
provided in section 106 of this Act.

(b) ConTROL.—A person has control of a transferable record
if a system employed for evidencing the transfer of interests in
the transferable record reliably establishes that person as the per-
son to which the transferable record was issued or transferred.

(c) ConbpiTiONS.—A system satisfies subsection (b), and a person
is deemed to have control of a transferable record, if the transferable
record is created, stored, and assigned in such a manner that—

(1) a single authoritative copy of the transferable record
exists which is unique, identifiable, and, except as otherwise
provided in paragraphs (4), (5), and (6), unalterable;

(2) the authoritative copy identifies the person asserting

control as—
(A) the person to which the transferable record was
issued; or

(B) if the authoritative copy indicatesthat the transfer-
able record has been transferred, the person to which the
transferable record was most recently transferred;

(3) the authoritative copy is communicated to and main-
tained by the person asserting control or its designated custo-
dian;

(4) copies or revisions that add or change an identified
assignee of the authoritative copy can be made only with the
consent of the person asserting control;

(5) each copy of the authoritative copy and any copy of
a copy is readily identifiable as a copy that is not the authori-
tative copy; and

(6) any revision of the authoritative copy is readily identifi-
able as authorized or unauthorized.

(d) STAaTUs As HoLDER.—Except as otherwise agreed, a person
having control of a transferable record is the holder, as defined
in section 1-201(20) of the Uniform Commercial Code, of the
transferable record and has the same rights and defenses as a
holder of an equivalent record or writing under the Uniform
Commercial Code, including, if the applicable statutory require-
ments under section 3—-302(a), 9-308, or revised section 9-330 of
the Uniform Commercial Code are satisfied, the rights and defenses
of a holder in due course or a purchaser, respectively. Delivery,
possession, and endorsement are not required to obtain or exercise
any of the rights under this subsection.

(e) OBLIGOR RIGHTS.—EXxcept as otherwise agreed, an obligor
under a transferable record has the same rights and defenses as
an equivalent obligor under equivalent records or writings under
the Uniform Commercial Code.

(f) PRooF oF ConTrRoOL.—Ifrequested by a person against which
enforcement is sought, the person seeking to enforce the transfer-
able record shall provide reasonable proof that the person is in
control of the transferable record. Proof may include access to
the authoritative copy of the transferable record and related busi-
ness records sufficient to review the terms of the transferable
record and to establish the identity of the person having control
of the transferable record.
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() UCC RerereNces.—For purposes of this subsection, all
references to the Uniform Commercial Code are to the Uniform
Commercial Code as in effect in the jurisdiction the law of which
governs the transferable record.

SEC. 202. EFFECTIVE DATE. 15 USC 7021

This title shall be effective 90 days after the date of enactment note.
of this Act.

TITLE 1HI—PROMOTION OF INTER-
NATIONAL ELECTRONIC COMMERCE

SEC. 301. PRINCIPLES GOVERNING THE USE OF ELECTRONIC SIGNA- 15 USC 7031.
TURES IN INTERNATIONAL TRANSACTIONS.

() PROMOTION OF ELECTRONIC SIGNATURES.—

(1) REQUIRED AcTIONS.—The Secretary of Commerce shall
promote the acceptance and use, on an international basis,
of electronic signatures in accordance with the principles speci-
fied in paragraph (2) and in a manner consistent with section
101 of this Act. The Secretary of Commerce shall take all
actions necessary in a manner consistent with such principles
to eliminate or reduce, to the maximum extent possible, the
impediments to commerce in electronic signatures, for the pur-
pose of facilitating the development of interstate and foreign
commerce.

(2) PriNcIPLES.—The principles specified in this paragraph
are the following:

(A) Remove paper-based obstacles to electronic trans-
actions by adopting relevant principles from the Model
Law on Electronic Commerce adopted in 1996 by the United
Nations Commissionon International Trade Law.

(B) Permit parties to a transaction to determine the
appropriate authentication technologies and implementa-
tion models for their transactions, with assurance that
those technologies and implementation models will be rec-
ognized and enforced.

(C) Permit parties to a transaction to have the oppor-
tunity to prove in court or other proceedings that their
authentication approaches and their transactions are valid.

(D) Take a nondiscriminatory approach to electronic
signatures and authentication methods from other jurisdic-
tions.

(b) ConsuLTATION.—In conducting the activities required by
this section, the Secretary shall consult with users and providers
of electronic signature products and services and other interested
persons.

(c) DerFINITIONS.—ASs used in this section, the terms ‘‘electronic
record’” and “‘electronic signature’” have the same meanings provided
in section 106 of this Act.
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TITLE IV—COMMISSION ON ONLINE
CHILD PROTECTION

SEC. 401. AUTHORITY TO ACCEPT GIFTS.

Section 1405 of the Child Online Protection Act (47 U.S.C.
231 note) is amended by inserting after subsection (g) the following
new subsection:

““(h) GIFTs, BEQUESTS, AND DEvVises.—The Commission may
accept, use, and dispose of gifts, bequests, or devises of services
or property, both real (including the use of office space) and per-
sonal, for the purpose of aiding or facilitating the work of the
Commission. Gifts or grants not used at the termination of the
Commission shall be returned to the donor or grantee.”’.

Approved June 30, 2000.
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